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Managed Services – Cisco Secure Service Edge
Introduction & Objectives
Connectivity Solutions offers robust, cloud-native Cisco SSE managed services supporting digital transformation and business continuity with a secure, scalable, and unified security posture. This document is to capture your requirements for customized SSE managed services.
Customer & Project Information
	Company Name
	Contact Details
	Site(s)
	Primary Stakeholders
	Technical Contacts

	[Enter Info]
	[Enter Info]
	[Enter Info]
	[Enter Info]
	[Enter Info]



Service Scope Definition
Cisco SSE offered services: SWG, CASB, ZTNA, FWaaS, DLP, RBI, DNS Security, Policy Management. 
	Service
	Included
	Excluded

	[Enter Details]
	[Enter Details]
	[Enter Details]



Service Prerequisites
	Requirement
	Status/Notes

	Valid Cisco SSE/Secure Access/Connect licenses
	[✓ / ]

	Asset inventory details
	[✓ / ]

	Policy and compliance documentation
	[✓ / ]

	Identity and access management readiness
	[✓ / ]

	Escalation/support matrix
	[✓ / ]

	Network security posture documentation
	[✓ / ]

	Integration (SD-WAN, IAM, SIEM/SOAR) needs
	[✓ / ]




Service Operations Parameters
• Monitoring, alerting, and dashboarding
• Support SLAs (P1/P2/P3, resp. times, policy windows)
• Policy change management and access controls
• Role-based access, customer self-service portal
• Data privacy controls and reporting cadence
• Quarterly review, KPI tracking
• Asset/lifecycle/license management tables
• 3rd-party NOC/SOC platform integration
Customer IT Escalation & Contact Matrix
	Escalation Level
	Name
	Role
	Contact

	[Info]
	[Info]
	[Info]
	[Info]



Detailed Requirement Gathering Questions
· What is your current remote/hybrid workforce size and geographic distribution?
· Which business-critical applications and data are accessed remotely?
· What compliance frameworks does your organization need (e.g., HIPAA, PCI-DSS)?
· Are you using cloud, on-prem, or hybrid infrastructure? What is your cloud adoption roadmap?
· Do you require integration with SD-WAN or other legacy security tools?

· Please share what is the current security infrastructure that you have in place?
· What security gaps have you identified in the current security infrastructure?
· Where are your sensitive data and protection policy, and what threats (ransomware, data exfiltration) are you most concerned about?
· What incident response, SIEM, and ITSM practices are currently in place?
· How do you manage user access (identity, authentication) and privileged access management today?
· What are your expected outcomes: reduction in attacks, faster user onboarding, simplified user experience, lower TCO, enhanced infrastructure security?
Additional Parameter Checklist
	Parameter
	Implemented?
	Notes

	
	
	

	
	
	



Sign-off & Next Steps
For Customer,					For Connectivity IT Solutions Private Limited

[Name]						[Name]
[Designation]					[Designation]
[Date]						[Date]
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